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Annomauyuu: OOsna4Hble BEIYMCIICHHA CTalIM HEOTbeMJICEMOM 4acTbIO COBPeMeHHOM HHOpMalMOHHO!t 
HHpactpyktypbl, OOeceunBad yOOubI WocTym K WaHHbIM HM BBIMHCIMTeIbHbIM pecypcaM Yepe3 
wHTepHeT. OyHako, c paciliMpeHueM oOsa4HbIX TeXHOJIOrMi BO3HHKaIOT HM HOBbIC YyIpO3bI 
HHMOpMalHOHHON Ge3onacHocTu. B sTOM CTaTbe MbI paCCMOTPHM OCHOBHBIe aclieKTbI HHPOpMalHOHHo 
Oe30NacHOCTH B OOJIA4HBIX BBbIUMCIICHHAX HM MePbI, KOTOPbIC MOXKHO UPHHATb JIA OOecriedeHnA 
Oe30MacHOCTH JaHHBIX. 


3alutTa aHHbix: OHM H3 TulaBHBbIX acleKTOB Oe30MacHOCTH B OOJAYHBIX BBIMHCIICHHAX ABIIACTCA 
3alMTa JjaHHbIxX. BaxkHo OOecre4HTb KOH@UACHIMaIbHOCTb, WeOCTHOCTb MW JOCTYMHOCTb JaHHBbIX, 
XpaHAMAxca HW MepeyqaBaeMBIx B OOsaKe. Jd 9TOTO HEOOXOAMMO IIPHMeHATh Me€XaHV3MbI WHdpoBaHua 
WaHHBIX, KaK B IO0KOe, TaK HW BO BpemMa Ux Tepexauu. Uludpopanue omMoraeT lpexOTBpaTuTb 
HeCaHKIMOHMpOBaHHbIt AOCTYI K J@HHBIM ake B Clly4ae MX YTeUKH WIM KOMIIpoMeTalHH. 


YmpapseHue WOcTyn0M: OOsayHble CHCTeMbI 4YaCTO HMCIOT MHOXKECTBO MOJIb3OBaTeNeH C pa3sIM4HbIMH 
ypoBHamu ocTryna. Jina oOecneyeHua Oe30MacHOcTH HeOOXOAHMO 3deKTHBHO ylipaBATb 
ayTeHTHPuKalveli HU aBTOpH3allMeH MoMb30BaTeeH. CHIbHbIe MapouM, MexXaHH3MbI JByx(akKTOpHoIt 
ayTeHTHuKaHu WU CTporMve MOMMTHKH Mapoei MOMOryT UpexOTBpaTHTb HeCaHKUMOHMPOBaHHbIit 
yoctyn. Kpome Toro, HciouIb30BaHHe MHOFOYpOBHEBbIX MC€XaHH3MOB KOHTPOJIA OCTyNa MO3BOJACT 
OrpaHH4nTh MIpHBUJIerHu MOb30BaTeeH B COOTBCTCTBHH C MX POJAMH HM OOA3AHHOCTAMH. 


@Mv3u4eckad Oe3onacHocts: ITposaiiqepbl OOadHBIX YCIIyr JOJDKHbI OOecrIeuHBaTh (PU3H4eCKyI0 3alllHTy 
CBOHX IeHTpoB OOpaOoTKH AaHHbIX. OTO BKIOUAeT MePbI KOHTpOJIA WOCTyla, TakHe KaK CHCTeMBI 
BuyeoHaOmOAeHHA, OMOMeTpH4ecKad UAeHTH@UKaNMA UM OFpaHW4eHHbIii OCTyM K CepBepHbIM 
ToMeleHHaM. Du3sn4ecKkad Oe30MacHOCTb ABJIACTCA Ba%KHBIM aACIICKTOM, TOCKOJIbKY OHA 3all{HaeT 
oOopyoBaHHe UW aHHbie OT yrpo3, CBA3AHHBIX C HCCAHKIMOHUPOBaHHIM JOCTYHOM HIM Pu3H4ecKHMU 
NOBpexKCHHAMH. 


3aljuta OT aTaK: OOsa4Hble CHCTeMbI MOABep»KeHbI pa3IM4HbIM BUaM aTak, TaKMM Kak DDoS-ataku, 
BpeOHOCHOe TporpaMMHoe oOecrieyeHHe u duumur. IIpopaiigeppr oOna4HEIX ycllyr OJDKHBI 
IIPHHUMATb MepbI [Id OOHapyxKeHHA HU MpeOTBpallleHuA TaKHX aTaK. OTO BKIIOUAeT HCTIOb30BAaHHe 
cpeCTB MOHHTOpHHTa ceTeBOi aKTHBHOCTH HU TpadvkKa, ycTaHOBKy OpaHyMayspoB UM CHCTeM 
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oOHapyxKeHHA BTOpxKeHHH. PerynapHoe OOHOBIIeHHe TporpaMMHOro ObecrieueHuA MU IpHMeHeHHe MaTueit 
ABJIAFOTCA BAXKHBIMM WaraMu JIA yCTpaHeHHA YA3BUMOCTeH U MpeOTBpalleHHA SKCIIIONTOB. 


CoorsetctBve TpeOoBanuaM: IIpopaiigzeppl oONa4HBIX yCIIyr WOJDKHbI COOMOAaTh COOTBeTCTBYIOLIMe 
cTaHapTbl Oe30MacHOCTH UM peryMpoBaHHaA, TakHe KaK GDPR, HIPAA usm PCI DSS, 8B 3aBucumoctu OT 
OTpacIH WM BHOB aHHbIX, KOTOpBle OOpaOaTHIBaroTcA B OOaKe. CoOmroqeHHe 3THX TpeOoBaHHit 
MOMOTaeT 3all{MTHTb KOHPUCHUMAaIbHOCTS HM paBa MOJb3OBaTeeH, a TAKE IIpeOTBpaTHTb BO3MO2KHBIC 
CaHKIHMH WIM yuwepO Wiad pellyTaljHu KOMIaHHN. 


3axmroueHve: VxndopmaliMoHHad Oe30MacHOCTh B OOA4HBIX BbIYHCIICHHAX ABIIACTCA CIOXKHOM U 
MHOrOrpaHHoH 3aavet. 3aljuTa JaHHbIX, ypaBseHue JocTytiom, (Pu3snyeckad Oe30MacHOCT, 3all[MTa OT 
aTaK HW coOmOeHHe TpeOoBaHHi ABJIAIOTCA OCHOBHbIMH acIIeKTaMH, KOTOPBle CileqyeT YAIMTbIBATb TIPU 
pa3paOoTKe cTpaTerHu WHopMallHOHHOM Oe30MacHOcTH B OONA4HBbIX BbMuCIeHHAx. ToubKO WyTeM 
IIPHHATHA COOTBETCTBYIOINIMX Mep Oe30MaCHOCTH MO2KHO OOeCIeYHTb HaexKHOCTh HU 3all[HTy AaHHbIX B 
oOa4HBIX cpeyax. 
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